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Risk-based Security
Initiatives - Background

Legacy IT environment
— inflexible - inconsistent

— redundant - single risk view
Need to make IT more cost-etfective
Responsive to national businesses
Simplify deployment - use standards
Baseline & standardize infrastructure
Consistent approach
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Standards Taxonomy

Architecture

Orderly arrangement of parts; structure.

Principles Vision Strategies
A basic truth, law, or assumption. A rule, The way in which one sees or A course of action.
especially of good behavior. conceivesi)mething.

Blueprints Policies
An overall meodel or prototype. A plan or course of action designed to influence and
i determine decisions and actions.

Patterns

A model or original used as an archetype.

Standards

Something established by authority, custom, or general consent as a rule, model, or example.

Tools Guidelines Processes
Something used in the performance of an An indication or outline of A series of actions, changes, or functions
operation, e.g., vendor products. policy or conduct. that achieve an end or result.

Forms/Templates Specifications Procedures/Instructions
Style or manner of presenting ideas, A detailed and exact statement Specified way to carry out an activity or a
concepts, and information. of particulars. process.




Technology Neutral

Adaptable < Practices
Consistent Approach

How to configure, deploy & se
a specific technology &/or pro
- How -

Information Security
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Management statements of intent for
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- What & Why -

Define controls that
support Principles
- When, Where, & Who




Remote Access

Pre-defined environments based on risk tolerance.
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\ gt Information Security Risk
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Risk-based Security
Initiatives - Overview
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